How Does FedRAMP Help
My CMMC Journey?
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With the overlap of many security
controls between FedRAMP and
CMMC requirements, contractors
can fast-track their path to CMMC
compliance for their project
management system by leveraging
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Contractors can inherit many of
the security controls Kahua has

in place though its FeEdRAMP
authorization. This reduces the
burden on contractors to establish
and maintain these controls

FedRAMP CSPs.

Purpose

Why Harness
FedRAMP CSPs
for CMMC

independently.

™

FedRAMP

Contractors using Kahua benefit
from ongoing security oversight,
ensuring systems remain secure
and compliant. This streamlines
the continuous monitoring
required for contractors to remain
CMMC compliant.
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Standardizes assessment, authorization, and continuous monitoring of security practices to protect federal

systems, sensitive data, and ensure compliance across cloud services and federal contractors

A FedRAMP Authorized CSP and the CMMC requirements share many of the security controls, this can streamline

contractors’ CMMC compliance efforts for their project management system

CSPs aiming to offer cloud products and services
with U.S. government agencies.

Assesses and authorizes cloud service offerings
for government-wide use, providing a standardized
framework for security assessment and continuous

Authorization Levels:

Applicability
Scope
monitoring.
Certification . Low
Model e Moderate
e High
Controls

Builds on NIST SP 800-53; risk-based approach to
continuous monitoring

All contractors, subcontractors, and suppliers
engaged in DoD contracts or federal contracts with
CMMC requirements

Ensures cybersecurity maturity across the DoD
supply chain, protecting Controlled Unclassified
Information (CUI) through standardized security
requirements

Maturity Levels:

e Level 1 (Foundational)
e Level 2 (Advanced)

e Level 3 (Expert)

Incorporates NIST SP 800-171,
800-172, and additional best practices for
cybersecurity maturity

Contractors looking to ensure eligibility for federal contracts containing Cybersecurity Maturity Model Certification (CMMC)
requirements and secure Controlled Unclassified Information can leverage FedRAMP Authorized cloud service providers
(CSP). Kahua, a FedRAMP Authorized construction management solution, share many of the security controls required

in CMMC. Many of these security controls can be inherited, reducing steps to CMMC compliance and increasing project
efficiency. Explore Kahua for Prime Contractors and Subcontractors - find the right solution for you.
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